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Annomayua. OTclleXKMBaHHe JI0CTOBEPHOCTH JAHHBIX IO
onepauusM € CeJbCKOXO03SIHCTBEHHOH NPOAYKUUEeH 3aBUCUT OT
BceX opraHu3aumii BO Bcell Hemouke mnocraBok. Ilpu
TPaAMIMIOHHOM IEHTPAJIM30BAHHOM YNpPABJEHHH JaHHBIE O
TpaH3aKOusX ¢ TPOAYKIHMel XpaHATCS TOJNBKO B OTHOM
OpPraHM3alli¥ M3 INeNoYeK MOCTABOK, 4TO JedaeT ynpaBJeHHE
HMH Hempo3payHbIM H HeHage:kHbIM. OgHaKo OJIOK4elH
coeqnHsAeT 0JIOKM HH(pOPMALUHU 0 TPAH3AKIHUAX B 3aIIUILEHHYIO
0T HeCAaHKIHOHHPOBAHHOIO J0CTYNa W pachnpefiejeHHYI0 0a3y
JAHHBIX ¢ MOMOIIbIO X3I-(PYHKIIMH, KOTOPAasi MO3BOJIsIeT PelINTh
3Ty npodiaemy. Ho npou3BoauTe/IbHOCTh AOCTYNA K JAHHBIM B
0sioKkYeiiHe Bce eme HyxkIaercs B yaydlleHuu. Hcmonb3dys
Hyperledger Fabric B kadecTBe 06a30BOii  TeXHOJIOTHHM
JeHEeHTPAIH30BAHHOM CHCTEMbI OTCJIeKHBAHMS
ceJIbCKOX 0351 CTBEHHOI NPOAYKIUA " TOBBIIIAsT
NMPOU3BOAMTE]bHOCTh  CHCTEeMbI €  TOMOIIBIO  MeToJa
CTPYKTYPHPOBAHUS [aHHBIX Ha ocHoBe Redis, B gaHHOM
HccIeI0BaHNN OblIa pa3pa0oTaHa U BHeEAPEHA MOJIHAs CHCTeMa
OTCJIe:KUBAHUS  [eMoYeK OT MPOU3BOACTBA, 00paldoOTKH,
YIOAKOBKH M JIOTHCTHKH [0 TNPOJAa’KM CeJbCKOXO03siiCTBeHHOM
npoaykuuu. JlanHoe McciieloBaHWe He TOJbKO TpeICTaBHIO
NMporpaMMy NMpPOeKTHPOBAHHUSI W TEXHOJIOTHYECKYI0 apXUTEKTYpY
9TOi CHUCTeMBbl, HO U OLEHUJIO NMPOU3BOAMTEIBHOCTh CHCTEMBI B
O/IHOY3JIOBBIX U MHOTOY3JIOBBIX CepBepHBIX cpeaax. Pe3yabTarnl
JKCMepHMeHTa MOKa3bIBAIOT, YTO MPOrpaMMa, HHTerPHPYIOINAast
Hyperledger Fabric m Redis, umeer cKopocTh A0CTyma K
JIAaHHBIM, MO KpaiiHeil Mepe, B 4YeThIipe pa3a ObIcTpee, YeM 0e3
Redis, oco0eHHO IJIs1 MHOroy3J0BOro cepBepa, B KOTOPOM
NPOM3BOANTENBLHOCTh NMOBLICHIACH OoJiee yeM B 20 pa3. Takum
odpa3om, [JaHHasg NpPOrpaMMa IPOEKTHPOBAHUSA  MOKeT
NPeVIO)KHTH ~ NPHEMJIeMBbIii  TOAXO0A sl NOBBILNIEHHS
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I. INTRODUCTION

Blockchain technology is a solution that represents the
change of information Internet to value Internet. The
traceability, decentralization and tamper-proofing features of
blockchains are applied in scenarios that require credibility.
The agricultural product supply chain covers the whole process
from farms, processing, logistics and consumers. The product
tracing system developed based on traditional centralized
databases lacks reliable supervision and results in data sharing
gap [1]. Recently, many scholars attempt to leverage the
features of blockchain to solve these problems. Casino et al.
introduced a case of dairy products credibility trading
supported by blockchain, which enhances the consumers’
recognition of product quality [2]. Yang et al. reviewed the
storage structures in the tracing process of fruits and
vegetables, promoting the application of blockchain in this area
[3]. Shahid et al. came up with a complete solution to
agricultural product supply chain, achieving realtime tracing
from farm to dining-table [4]. Some scholars employ the 10T
technologies to collect and store off-chain data on the
blockchain, enhancing the credibility of the tracing results of
agricultural products [5][6].

Although blockchain technology is valuable in agricultural
product supply chain, blockchain as a distributed ledger for
logging product transactions is not as efficient as centralized



database in terms of data storage and query. To overcome this
shortcoming, this paper designs a high-performance blockchain
agricultural product tracing system with the Redis data
structuring method. The major work includes:

1. Designing agricultural product credibility tracing
system;

2. Using Redis to enhance the storage performance of the
system;

3. Using Kafka clusters to improve the fault tolerance of
sequencing nodes;

4. Using Ngnix to realize the load balance among peer

nodes.

Il. MATERIALS AND METHODS

A. System framework

The agricultural product tracing system is divided into three
layers by functions, namely data storage layer, data processing
layer and application layer. As shown in Fig. 1, the application
layer provides consumers with query services when they access
the system via varied terminals. At the data processing layer,
the tracing system processes data in the storage layer and
returns the processing results to the application layer after the
data is further processed by gateways, routers and firewalls.
The data storage layer stores the supply chain data. It is
composed of two major components, namely Redis and
consortium chain network. When the system deals with a query
request, it first queries Redis. If the data can be retrieved, then
the results would be returned directly; if not, continue to query
the blockchain database, and write the query results into Redis
as key-value pairs [7].
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Fig. 1. System framework

Logically, the system can be divided into seven layers,
namely network layer, consensus layer, chain code layer, cache
layer, model layer, control layer and view layer. As shown in
Fig. 2, the system is designed with Hyperledger Fabric as the
underlying technology. The network layer is built with Docker
and includes basic components such as Peer, Orderer and
Certificate Authority (CA) [8]. The consensus layer is used to
maintain consistency among distributed systems. Kafka and
Zookpeeper are employed to build clusters, thus improving the
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fault tolerance of the system [9]. The chain code layer runs
smart contracts (i.e., chain codes). The chain codes are
developed in Golang and run in a safe and isolated container.
The cache layer uses the Redis database and serves as the
middle layer of the system. The model layer includes the
functional modules of the system, including Fabric-sdk-go for
Fabric network connection, API for chain codes operation, data
encryption algorithm and QR code generation algorithm.
Programmed with GoWeb, the control layer connects the view
layer and the model layer, and provides services for the view
layer. The view layer is a visual interface for user operation. It
includes a blockchain browser, the tracing system for
consumers, and the management system for supply chain
organizations.
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API Two dimensional code generation
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Fig. 2. Logic layers

B. Supply chain design

This study divides the agricultural product supply chain
into five links, as shown in Fig. 3, namely manufacturers,
processing factories, packing factories, logistics companies,
and sellers. A supply chain organization represents a physical
node in the blockchain, and each node has a complete ledger
record. Before the products are delivered to following links,
relevant information about the link shall be recorded in the
blockchain. When the products are delivered throughout the
supply chain, the complete information about products is
recorded in the blockchain.

Supply chain

Packing factory

Processing factory

Block chain

Fig. 3. Agricultural product supply chain



C. System design

In line with the links in the agricultural product supply
chain, five organizational structures and a supply chain
structure for product tracing are defined in the smart contract.
As shown in Fig. 4, each organizational structure has several
attributes and an operation for data recording data. The supply
chain structure has all attributes of the supply chain structure,
and five methods to display information about each link of the
supply chain. The production, processing, packing, and
transportation services are provided by one designated service
providers, and the sales services can be provided by several
designated service providers.
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Fig. 4. Class diagrams of organizations in the supply chain

User query happens in three stages: send a query request to
the system via user client, check whether K value exists in
Redis (as shown in Fig. 5, if yes, return data to the client; if not,
continue to query in the blockchain, return the results to the
client and write them into Redis as pairs); offer the user with
the query results via client. Redis acts as a cache mechanism.
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Fig. 5. Query sequence chart

As shown in Algorithm 1, the Bool function of Redis is
requested. Check whether the data exist in Redis based on the
key. If yes, read the data from Redis and perform the
deserialization task; if not, check the data in the blockchain and
return value after deserialization. The data is transmitted in
Json and stored in Redis and the blockchain as key-value pairs.
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Algorithm 1 Information Query

Input: Kev
Output: Value
- if redis.Bool("EXISTS" Kev) then
2 data +— redis. Bytes("GETT, Keyl;
i Juom Unmarshal{data, Valwe):
1 else
data — Query( Key);
Jaon Unmarshal|date, Value):
end if
Return Valie;




D. Multi-hosts deployment

The agricultural product tracing system is developed based
on Fabric. As shown in Fig. 6, 3 Orderer nodes, 4 Kafka nodes
and 3 Zookpeer nodes are configured in three hosts to form a
cluster for block sorting. Each organization has a server and
runs multiple peer nodes. Each organization is configured with
the Ngnix service and generates a virtual IP via Keeplived for
user access. A network of multiple hosts and nodes is thus
established, achieving fault tolerance of the Orderer node, and
load balancing and high availability of peer nodes [10].

Ngnix2(Backup)

Fig. 6. Multiple hosts deployment

I1l. EXPERIMENT AND DISCUSSION

A. Experiment environment

There are single host and multiple hosts of the experimental
environment, with the configuration shown as below:

Operating system: Ubuntu 16.04 64-bit; CPU: 2 cores;
Memory: 2GB; Broadband: 1Mbps; Programming language:
Golang.

The single host environment uses one server to create
a l-organization, 2-nodes network; and the multiple hosts
environment uses 2 servers to create a 2-organizations, 4-nodes
network.

B. Single host experiment

In the single host environment, the read performance of the
Redis and the traditional databases (without Redis) was
measured. As shown in Fig. 7, with Redis, the curve grows
slowly along with the increase in the number of reads; while
with the traditional databases, the curve grows rapidly. The
read speed of Redis is at least 4 times faster than that of the
traditional databases. As the number of reads increases, the gap
widens.
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Fig. 7. Test comparison of single host query performance

C. Multi-hosts experiment

In the multi-hosts environment, the read performance was
tested as well. As shown in Fig. 8, the changing trend of the
curves is similar to those in the single host environment.
Changes in the traditional database are more intensive, caused
by the transmission delay of different nodes in the multi-hosts
environment. The results suggest that Redis is over 20 times
more efficient than that of the traditional databases. Therefore,
Redis has enormous application value in the multi-hosts
environment.
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Fig. 8. Test comparison of multi-hosts query performance

IV. CONCLUSION

The study comes up with an agricultural product credibility
tracing system that covers the complete supply chain, removing
the data barriers among organizations and providing reliable
quality control for consumers. The introduction of Redis into
the blockchain tracing system optimizes its read performance
and supports efficient tracing of agricultural products.
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